Wednesday, 19 July 2017
Introduction
This issue brings you information on being cyber safe at work and home.

Be cyber safe at work and home - passwords
Hackers can use your email, social media and online banking accounts to gain access to all your
personal details, leaving you vulnerable to identity theft or fraud. Passwords are your keys to your
online life. It’s just like locking your front door or your car – keep them safe and don’t have the same
keys for every lock.
•
•
•

A strong password is your first and best defence against cyber criminals
Your most important accounts are your email, social media and online banking accounts. So
it’s important to have strong and separate passwords for each account
The best security in the world is useless if a malicious person has your username and password.

The use of strong passwords is essential in order to protect your security and identity. Following the
these simple steps will make it much harder for cyber criminals:
• Always use strong password - use the combination of three random words, numbers and nonalphanumeric characters like: ~ ! @ # $ % ^ & *_ to create a strong password, e.g. @SeeCatEek or
SeeCatEek99 or !SeeCatEek28 or 473See$CatEek&
• Never use any word which is related to you and may be easy to guess, for example by looking at
your social media pages. Absolutely never use:
- Current partner’s name
- Child’s name
- Other family members’ name
- Pet’s name
- Place of birth
- Favourite holiday
- Something related to your favourite sports team
• Look after your password – never disclose it to anyone. If you think that someone else knows your
password, change it immediately
• Don’t get caught out – factory set default passwords being left unchanged is one of the most
common password mistakes that user’s make.
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Passwords are an essential part of modern life. Every day we provide passwords as authentication to
systems and services, both in the workplace and at home. Make sure yours are strong and secure.
Visit our cyber safe site on StaffNet at:
http://teams.staffnet.ggc.scot.nhs.uk/teams/CorpSvc/HIT/eHealth/CS/default.aspx

Are your contact details up-to-date? Click here to check
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